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International Fund for Ireland 
Data Protection Privacy Notice 
This notice explains what personal data (information) we hold about you, how we collect it, and how we use and may share information about you during your employment or term of appointment and after it ends.  We are required to notify you of this information under data protection legislation. Please ensure that you read this notice (sometimes referred to as a ‘privacy notice’) and any other similar notice we may provide to you from time to time when we collect or process personal information about you.
Who Collects the Information
The International Fund for Ireland (“the Fund”) is a ‘data controller’ and gathers and uses certain information about you as an employee, job applicant, worker, Board Member, Advisory Committee Member, Review Group Member or overseas Observer/Embassy staff member.
Data Protection Principles
We will comply with the data protection principles as enshrined in the General Data Protection Regulation [(EU) 2016/679] when gathering and using personal information, as set out in our Data Protection Policy.
About the Information We Collect and Hold 
We may collect the following information up to and including the shortlisting stage of the recruitment process and during your employment:
your name, contact details (ie address, home and mobile phone numbers, email address) and emergency contacts (ie name, relationship and home and mobile phone numbers);
information collected during the recruitment process that we retain during your employment, such as details of your qualifications, experience, employment history and referees;
employment contract information;
details of other memberships held and interests in other organisations (Board Members only);
details of salary and benefits, bank/building society, National Insurance and tax information, your age;
details of your spouse/partner and any dependants;
your nationality and immigration status and information from related documents, such as your passport or other identification and immigration information;
a copy if your driving licence (if required);
details of your pension arrangements, and all information included in these and necessary to implement and administer them;
information in your sickness and absence records (including sensitive personal information regarding your physical and/or mental health);
your racial or ethnic origin, sex and sexual orientation, religious or similar beliefs;
your trade union membership (if applicable);
information on grievances raised by or involving you;
information on conduct and/or other disciplinary issues involving you;
details of your appraisals and performance reviews;
details of your performance management/improvement plans (if any);
details of your time and attendance records;
information in applications you make for other positions within the Fund;
information about your use of our IT, communication and other systems, and other monitoring information;
details of your use of business-related social media, such as LinkedIn;
your use of public social media (only in very limited circumstances, to check specific risks for specific functions within our organisation; you will be notified separately if this is to occur); and
details in references about you that we give to others.
Some of the information we collect about you may include Sensitive Personal Data.  Sensitive Personal Data is information revealing racial or ethnic origin, political opinions, religious or similar beliefs, trade union membership, physical or mental health conditions, sexual life, sexual orientation, biometric or genetic data, and Personal Data relating to criminal offences and convictions.
How We Collect the Information
We may collect your personal data in a number of ways, for example:
•	from your personnel records and other employees;
from your referees;
•	from your Trade Union;
•	from the Home Office or Department of Justice and Equality;
•	when we collect data from you as part of a statutory or contractual requirement for example, Fair Employment Monitoring Returns or bank details; 
•	in the course of managing your employment with the Fund, for example Payroll and pension administrators; 
 	when we collect data through the implementation of any disciplinary or grievance process;
•	personal contact details you provide to the Fund;  
•	when we receive your personal data from third parties, for example medical and occupational health professionals, insurance administrators, consultants and other professionals we may engage, eg to advise us generally and/or in relation to any grievance, conduct appraisal or performance review procedure; 
•	automated monitoring of our websites and other technical systems, such as our computer networks and connections, CCTV and access control systems, communications systems, remote access systems; and
email, intranet and internet facilities, telephones, voicemail, mobile phone records.
Information Collected from Other Sources
We also obtain personal information from other sources as follows:
photographs of you obtained via the Fund, our PR company or community group involved in a particular Fund Programme or Project (provided your consent has been obtained).
Why We Collect the Information and How we Use it
We will typically collect and use this information for the following purposes (other purposes that may also apply are explained in our Data Protection Policy):
for the performance of a contract with you, or to take steps to enter into a contract;
for compliance with a legal obligation (eg our obligations to you as your employer under employment protection and health safety legislation and under statutory codes of practice or our obligation to check that you are eligible to work in the United Kingdom or Republic of Ireland); and
for the purposes of the Fund’s legitimate interests or those of a third party (for eg the Department of Finance in Northern Ireland or the Department of Foreign Affairs and Trade in the Republic of Ireland; other government body; international donor to the Fund or relevant Managing Agent of the respective Programmes currently in operation) but only if these are not overridden by your interests, rights or freedoms.
Where sensitive personal data is being processed, this will fulfil one of the above lawful purposes above and will also fulfil at least one of the conditions for processing special category data as set out in the GDPR.  This type of data may be required to be processed for reasons of substantial public interest (such as equality of opportunity or treatment or preventing or detecting unlawful acts).
We seek to ensure that our information collection and processing is always proportionate.  We will notify you of any material changes to information we collect or to the purposes for which we collect and process it.
How We May Share the Information
We may also need to share some of the above categories of personal information with other parties, such as external contractors, payroll, our bank, managing agents, government bodies and other professional advisers.  The recipient of the information will be bound by confidentiality obligations. We may also be required to share some personal information with our regulators or as required to comply with the law.
Where Information May be Held
Information may be held at our offices and those of our third party affiliates as described above including the offices of our service providers, representatives and agents as described above. Information may be transferred internationally to the United States and other countries around the world, including countries that do not have data protection laws equivalent to those in the UK and Ireland.  Further information in relation to transfers of data outside the EEA is contained in our Data Protection Policy.
How Long We Keep your Information
We keep your information during and after your employment (and during the recruitment process) for no longer than is necessary for the purposes for which it is processed.  We will keep recruitment information (including interview notes) for no longer than is reasonable, taking into account the limitation periods for potential claims such as race or sex discrimination, after which they will be destroyed.  If there is a clear business reason for keeping recruitment records for longer than the recruitment period, we may do so but will first consider whether the records can be pseudonymised, and the longer period for which they will be kept.
Subject to storage availability and archiving regulations, personal data may be retained indefinitely. All records are stored securely.  


We may hold photographs of you (together with your name) for the duration of the Fund.  In accordance with our data protection policy, you have the right to request us to erase your Personal Data if it is no longer necessary in relation to the purposes for which it was collected or processed. Where your Personal Data was obtained by consent, you have the right to withdraw this consent at any time.
Further details on this are available in our Retention Policy available upon request to the relevant Data Protection Advisor:

James Healy
Belfast Office
28-32 Alfred Street
Belfast BT2 8EN
Email: James.Healy@finance-ni.gov.uk
Phone 028 90 727860
 
Brendan Maloney
Dublin Office
PO Box 2000
Dublin 2
Email:  brendan.maloney@dfa.ie
Phone +353 1 408 2251


Your Rights to Correct and Access your Information and to Ask for it to be Erased
Please contact one of our Data Protection Advisors who can be contacted if (in accordance with applicable law) you would like to correct or request access to information that we hold relating to you or if you have any questions about this notice.  You also have the right to ask for some but not all of the information we hold and process to be erased (the ‘right to be forgotten’) in certain circumstances.  Our Data Protection Advisors will provide you with further information about the right to be forgotten, if you ask for it.
Keeping Your Personal Information Secure
We have appropriate security measures in place to prevent personal information from being accidentally lost, or used or accessed in an unauthorised way.  We limit access to your personal information to those who have a genuine business need to know it.  Those processing your information will do so only in an authorised manner and are subject to a duty of confidentiality.
We also have procedures in place to deal with any suspected data security breach.  We will notify you and any applicable regulator of a suspected data security breach where we are legally required to do so.
How to Complain
We hope that our Data Protection Advisor can resolve any query or concern you raise about our use of your information.  If not, please contact either the Information Commissioner in the UK at ico.org.uk/concerns/ (telephone: 0303 123 1113) or the Data Protection Commissioner in the Republic of Ireland at info@dataprotection.ie (telephone: 00353 57 8684800/00353 (0)761 104 800) for further information about your rights and how to make a formal complaint.
